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ABSTRACT

Semantic Robustness of Deep Neural Networks

Hao Bu (Applied Mathematics)
Directed by Prof. Meng Sun

ABSTRACT

With the rapid development of deep learning algorithms and relevant hardware, deep
learning systems have been widely used in many fields, including safety-critical tasks like
facial recognition, autonomous driving and medical diagnosis. As the core component of deep
learning systems, deep neural networks (DNNs) have demonstrated excellent performance
in processing high-dimensional inputs like images. However, the discovery of adversarial
examples raises serious concerns about the robustness of DNNs. Due to the drastic difference
between structures of DNNs and traditional software systems, existing software reliability
assurance methods cannot be directly used for DNNs. It is urgent to develop safety assurance
techniques for DNNs.

In recent years, researchers have conducted extensive work about the L, robustness of
image classification neural networks, including robustness verification and robustness repair.
However, for image classification tasks, real-world perturbations typically include certain se-
mantic information. Take autonomous driving as an example, in foggy days, the input images
are with fog, which is difficult to characterize using L, norm balls. Moreover, for some se-
mantic perturbations like Gaussian noise, it can be proved that any nontrivial classifier is not
robust in the traditional sense. Therefore, based on characteristics of semantic perturbations,
this thesis proposes formal definitions of semantic perturbations and semantic robustness, then
designs certification, estimation, comparison, and repair algorithms for DNN semantic robust-
ness.

The first part of this thesis proposes formal definitions of semantic perturbations and
semantic robustness, and designs a quantitative certification algorithm for local semantic ro-
bustness. Existing qualitative verification algorithms for local semantic robustness can only
deal with simple perturbations like rotation, translation and contrast, and cannot deal with
complex perturbations with randomness like Gaussian noise and fog. Moreover, their verifi-

cation cost is quite high. This thesis defines semantic perturbations as functions from input
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images to random vectors, thus can characterize perturbations with randomness. Based on
this definition, a quantitative certification algorithm for local semantic robustness is proposed
using the sequential analysis theory in statistics. The certification results of the algorithm have
rigorous probability guarantee. The black-box nature of the algorithm makes it suitable for a
wide range of semantic perturbations and networks, and also significantly alleviates the state

explosion problem of qualitative verification algorithms.

The second part of this thesis proposes a local semantic robustness estimation algorithm
and a global semantic robustness estimation algorithm. Existing L, local robustness verifi-
cation algorithms only consider whether there exist adversarial examples in the L, norm ball
around the input image, but do not care about the proportion of adversarial examples. How-
ever, for semantic perturbations, due to the prevalence of adversarial examples, it is more im-
portant to estimate the proportion of adversarial examples. This thesis points out the similarity
between DNN local semantic robustness estimation problems and statistical model checking
(SMC) estimation problems in formal methods. Then we investigate the distribution pattern
of DNN local semantic robustness values and use the Clopper-Pearson confidence interval
to develop an efficient algorithm that can be used for both local semantic robustness estima-
tion problems and SMC estimation problems. The estimation results of the algorithm have
rigorous probability guarantee. Based on the above local semantic robustness estimation al-
gorithm, this thesis further proposes a DNN global semantic robustness estimation algorithm,
which can accurately estimate the global semantic robustness using only a small number of

images.

The third part of this thesis proposes a local semantic robustness comparison algorithm.
One important application of studying DNN robustness is to compare the local robustness of
different networks. There are currently two mainstream comparison methods: the first is to fix
a robustness threshold and compare the largest perturbation size that the network can tolerate,
and the second is to fix a perturbation size and compare the local robustness values of net-
works. Both comparison methods involve parameters that need to be manually selected, and
there is no work discussing how to select these parameters. This thesis conducts an empirical
study on DNN local semantic robustness and finds that for existing comparison methods, the
selection of parameters may affect the robustness comparison result. This thesis further pro-
poses a local semantic robustness comparison algorithm, which uses the area under the “prob-
ability perturbation curve” as the comparison metric. This algorithm considers robustness of

the network under different perturbation sizes, thus reducing the impact of manually-selected
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parameters on the comparison result.

The fourth part of this thesis proposes a global semantic robustness repair algorithm
which does not require the original training dataset. Existing global semantic robustness repair
algorithms all need to use the original training dataset. However, for DNN users, when they
obtain the network from the provider, they usually only get the weights and structure of the
network, and cannot get relevant datasets. The repair algorithm proposed in this thesis only
requires a few images with the semantic perturbation for repair. The algorithm first retrains
the original network to obtain an expert network, then trains an arbiter classifier. The repaired
network is composed of the original network, the expert network and the arbiter classifier.
Experimental results show that this algorithm can significantly improve the network’s global
robustness towards the given semantic perturbation without much impact on its performance.

This thesis makes contributions to the evaluation and repair of DNN semantic robustness,
including formal definitions of semantic perturbations and semantic robustness, local robust-
ness certification and estimation algorithms with rigorous probability guarantee, a global ro-
bustness estimation algorithm that only requires a small number of images, a local robustness
comparison algorithm that considers different perturbation sizes and a global robustness re-
pair algorithm that does not require the original training dataset. This thesis provides effective
tools for DNN semantic robustness assurance, and is of great significance for promoting the

use of DNNs in safety-critical areas.

KEYWORDS: Deep Neural Networks, Semantic Robustness, Formal Verification, Statistical
Model Checking
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