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摘要

摘要

随着深度学习算法和相关硬件的快速发展，深度学习系统已被广泛应用到诸多领

域，其中不乏人脸识别、自动驾驶、医疗诊断等安全攸关任务。作为深度学习系统的

核心组成部分，深度神经网络在处理图像等高维输入时展现出了优异的性能。然而，

对抗样本的发现使得人们对于深度神经网络的鲁棒性产生了严重的担忧。由于深度神

经网络与传统软件系统的结构迥异，现有的软件可靠性保障方法难以直接应用于深度

神经网络。开发针对于深度神经网络的安全保障技术迫在眉睫。

近年来，研究人员围绕图像分类神经网络的Lp鲁棒性做出了大量的工作，既包含

鲁棒性的验证，也包含鲁棒性的修复。然而，对于图像分类任务来说，现实世界中的

扰动通常带有一定的语义信息。以自动驾驶为例，其在雾天的输入图片是带有雾气

的，而这种雾气难以使用Lp范数球刻画。此外，对于高斯噪声等语义扰动，可以证明

任何非平凡的分类器在传统意义上都是不鲁棒的。因此，本文针对语义扰动的特点，

提出了语义扰动和语义鲁棒性的形式化定义，并设计了深度神经网络语义鲁棒性的认

证、估计、比较和修复算法。

论文的第一部分提出了语义扰动和语义鲁棒性的形式化定义，并设计了局部语义

鲁棒性的定量认证算法。现有的局部语义鲁棒性定性验证算法只能处理旋转、平移、

对比度等简单扰动，无法处理高斯噪声、雾等带有随机性的复杂扰动，且验证开销很

高。本文将语义扰动定义为输入图片到随机变量的映射，从而能够刻画带有随机性的

扰动。在此基础上，利用统计学中的序贯分析理论提出了局部语义鲁棒性的定量认证

算法，其认证结果具有严格的概率保证。算法的黑盒特性使得其能够适用于广泛的语

义扰动和网络类型，并且显著缓解了定性验证算法状态爆炸的问题。

论文的第二部分提出了局部语义鲁棒性和全局语义鲁棒性的估计算法。现有

的Lp局部鲁棒性验证算法只考虑在输入图片周边的Lp范数球中是否存在对抗样本，

而不关心对抗样本的比例。然而对于语义扰动来说，由于对抗样本广泛存在，估计对

抗样本的比例更为重要。本文指出了深度神经网络的局部语义鲁棒性估计问题与形式

化方法中的统计模型检查估计问题之间的相似性，研究了深度神经网络局部语义鲁棒

性值的分布模式，随后利用Clopper-Pearson置信区间开发得到了同时适用于局部语义

鲁棒性估计问题和统计模型检查估计问题的高效算法，其估计结果具有严格的概率保

证。基于上述局部语义鲁棒性估计算法，本文进一步提出了深度神经网络全局语义鲁

棒性的估计算法，其仅需使用少量图片便能对全局语义鲁棒性做出精确的估计。

论文的第三部分提出了局部语义鲁棒性的比较算法。研究深度神经网络鲁棒性的
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一个重要应用就是比较不同网络之间的局部鲁棒性。当前主要有两种比较方法：一是

取定鲁棒性阈值，比较网络能够承受的最大扰动大小；二是取定扰动大小，比较网络

的局部鲁棒性值。两种比较方法均涉及到人为选定的参数，尚没有工作讨论如何选取

这些参数。本文对深度神经网络的局部语义鲁棒性进行了实证研究，发现现有比较方

法中参数的选取可能会影响鲁棒性比较的结果。本文进而提出了一个局部语义鲁棒性

的比较算法，其以“概率扰动曲线”的曲线下面积作为比较的指标。该算法考虑了网

络在不同扰动大小下的鲁棒性，从而降低了人为选定的参数对于比较结果的影响。

论文的第四部分提出了无需使用原始训练集的全局语义鲁棒性修复算法。现有的

全局语义鲁棒性修复算法均需要使用原始训练集，然而对于神经网络的用户来说，其

从供应商获取网络时通常只能得到网络的权值和结构，而无法得到相应的数据集。本

文提出的修复算法只需要使用一些带有语义扰动的图片用于修复。该算法首先对原始

网络进行重训练获得一个专家网络，然后再训练得到一个裁决者分类器。修复后的网

络由原始网络、专家网络和裁决者分类器组成。实验表明，该算法能够显著提高网络

对于指定语义扰动的全局鲁棒性，而对网络性能没有明显的影响。

本论文研究内容为深度神经网络语义鲁棒性的评估与修复，涵盖了语义扰动和语

义鲁棒性的形式化定义、具有严格概率保证的局部鲁棒性认证和估计算法、只需少量

图片的全局鲁棒性估计算法、兼顾不同扰动大小的局部鲁棒性比较算法和无需使用原

始训练集的全局鲁棒性修复算法，为深度神经网络语义鲁棒性的保障提供了有力的工

具，对于推动深度神经网络在安全攸关领域的应用具有重要意义。

关键词：深度神经网络，语义鲁棒性，形式化验证，统计模型检查
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ABSTRACT

Semantic Robustness of Deep Neural Networks

Hao Bu (Applied Mathematics)

Directed by Prof. Meng Sun

ABSTRACT

With the rapid development of deep learning algorithms and relevant hardware, deep

learning systems have been widely used in many fields, including safety-critical tasks like

facial recognition, autonomous driving and medical diagnosis. As the core component of deep

learning systems, deep neural networks (DNNs) have demonstrated excellent performance

in processing high-dimensional inputs like images. However, the discovery of adversarial

examples raises serious concerns about the robustness of DNNs. Due to the drastic difference

between structures of DNNs and traditional software systems, existing software reliability

assurance methods cannot be directly used for DNNs. It is urgent to develop safety assurance

techniques for DNNs.

In recent years, researchers have conducted extensive work about the Lp robustness of

image classification neural networks, including robustness verification and robustness repair.

However, for image classification tasks, real-world perturbations typically include certain se-

mantic information. Take autonomous driving as an example, in foggy days, the input images

are with fog, which is difficult to characterize using Lp norm balls. Moreover, for some se-

mantic perturbations like Gaussian noise, it can be proved that any nontrivial classifier is not

robust in the traditional sense. Therefore, based on characteristics of semantic perturbations,

this thesis proposes formal definitions of semantic perturbations and semantic robustness, then

designs certification, estimation, comparison, and repair algorithms for DNN semantic robust-

ness.

The first part of this thesis proposes formal definitions of semantic perturbations and

semantic robustness, and designs a quantitative certification algorithm for local semantic ro-

bustness. Existing qualitative verification algorithms for local semantic robustness can only

deal with simple perturbations like rotation, translation and contrast, and cannot deal with

complex perturbations with randomness like Gaussian noise and fog. Moreover, their verifi-

cation cost is quite high. This thesis defines semantic perturbations as functions from input
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images to random vectors, thus can characterize perturbations with randomness. Based on

this definition, a quantitative certification algorithm for local semantic robustness is proposed

using the sequential analysis theory in statistics. The certification results of the algorithm have

rigorous probability guarantee. The black-box nature of the algorithm makes it suitable for a

wide range of semantic perturbations and networks, and also significantly alleviates the state

explosion problem of qualitative verification algorithms.

The second part of this thesis proposes a local semantic robustness estimation algorithm

and a global semantic robustness estimation algorithm. Existing Lp local robustness verifi-

cation algorithms only consider whether there exist adversarial examples in the Lp norm ball

around the input image, but do not care about the proportion of adversarial examples. How-

ever, for semantic perturbations, due to the prevalence of adversarial examples, it is more im-

portant to estimate the proportion of adversarial examples. This thesis points out the similarity

between DNN local semantic robustness estimation problems and statistical model checking

(SMC) estimation problems in formal methods. Then we investigate the distribution pattern

of DNN local semantic robustness values and use the Clopper-Pearson confidence interval

to develop an efficient algorithm that can be used for both local semantic robustness estima-

tion problems and SMC estimation problems. The estimation results of the algorithm have

rigorous probability guarantee. Based on the above local semantic robustness estimation al-

gorithm, this thesis further proposes a DNN global semantic robustness estimation algorithm,

which can accurately estimate the global semantic robustness using only a small number of

images.

The third part of this thesis proposes a local semantic robustness comparison algorithm.

One important application of studying DNN robustness is to compare the local robustness of

different networks. There are currently two mainstream comparison methods: the first is to fix

a robustness threshold and compare the largest perturbation size that the network can tolerate,

and the second is to fix a perturbation size and compare the local robustness values of net-

works. Both comparison methods involve parameters that need to be manually selected, and

there is no work discussing how to select these parameters. This thesis conducts an empirical

study on DNN local semantic robustness and finds that for existing comparison methods, the

selection of parameters may affect the robustness comparison result. This thesis further pro-

poses a local semantic robustness comparison algorithm, which uses the area under the “prob-

ability perturbation curve” as the comparison metric. This algorithm considers robustness of

the network under different perturbation sizes, thus reducing the impact of manually-selected
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parameters on the comparison result.

The fourth part of this thesis proposes a global semantic robustness repair algorithm

which does not require the original training dataset. Existing global semantic robustness repair

algorithms all need to use the original training dataset. However, for DNN users, when they

obtain the network from the provider, they usually only get the weights and structure of the

network, and cannot get relevant datasets. The repair algorithm proposed in this thesis only

requires a few images with the semantic perturbation for repair. The algorithm first retrains

the original network to obtain an expert network, then trains an arbiter classifier. The repaired

network is composed of the original network, the expert network and the arbiter classifier.

Experimental results show that this algorithm can significantly improve the network’s global

robustness towards the given semantic perturbation without much impact on its performance.

This thesis makes contributions to the evaluation and repair of DNN semantic robustness,

including formal definitions of semantic perturbations and semantic robustness, local robust-

ness certification and estimation algorithms with rigorous probability guarantee, a global ro-

bustness estimation algorithm that only requires a small number of images, a local robustness

comparison algorithm that considers different perturbation sizes and a global robustness re-

pair algorithm that does not require the original training dataset. This thesis provides effective

tools for DNN semantic robustness assurance, and is of great significance for promoting the

use of DNNs in safety-critical areas.

KEYWORDS: Deep Neural Networks, Semantic Robustness, Formal Verification, Statistical

Model Checking
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